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Abstract

Thegrowthof high speeccomputemetworksandthatof In-
ternet,in particular, has explored meansof new business,
scienti ¢, entertainmentand social opportunities. Ironi-
cally, the causefor the growthis also of the apprehension
- useof digital formatteddata. Digital mediaoffer several
distinctadvantajesoveranalog media,sud ashighquality,
easyediting high delity copying Theeasebywhich a dig-
ital informationcan be duplicatedand distributed hasled
to the needfor effectivecopyrightprotectiontools. Various
softwae productshavebeenrecentlyintroducedin attempt
to addressthesegrowing concerns. It is doneby hidding
data (information) within digital audio, imagesand video
les. Onewaysud datahiddingis digital signature, copy-
right label or digital watermark, that completelycharac-
terizesthe person who appliesit and, therefore, marksit
as beinghis intellectual property Digital Watermarking
is the processthat embedslata called a watermarkinto a
multimediaobjectsud that watermarkcan be detectedor
extractedlater to make an asertionaboutthe object.Water-
markingis either”visible” or "in visible”. Althoughvisible
and invisible are visual termswatermarkingis not limited
to images,it canalsobeusedto protectothertypesof mul-
timediaobject. Thiswork is a tutorial review of the digital
watermarkingtechniquesapprearedin theliterature.

1 Information Hiding Techniques

In thissectionwebrie y discusghehistoricaldevelopment
of steganography watermarking.We alsointroducevari-

ousdatahiding terminologiesusedin currentliteratureand
attempthave cleardistinctionof them.

This reportwas written in 1999 when the authorwas at the Indian
Instituteof ScienceBangalore

1.1 History of Information Hiding

The ideaof communicatingsecretelyis asold ascommu-
nicationitself. The earliestallusionto secretwriting in the
Westappearsn Homer'sllaid [9]. Steganographienethods
madetheirrecorddehut afew centuriedaterin severaltales
by Herodotusthe fatherof history[10]. Someof themcan
alsobefoundin [7, 19, 23]. Kautilya'sArthasastraandLal-

itaVista'ra, and Vatsa'yanas Ka'masutra are few famous
examplesof the Indian literaturein which secretwritting /

steganographyave beenused.

Few other examplesof steganographycan be found in
[7, 19, 23]. An importanttechniquewas the use of sym-
patheticinks. Ovid in his "Art of Love” suggestausing
milk to write invisibly. Later, chemicallyaffectedsympa-
thetic inks were developed. This wasusedin World Wars
1 and 2. The origin of steganographyis biological and
physiological. The term”steganography’tameinto usein
1500's aftertheappearancef Trithemius'bookonthe sub-
ject "Steganographia”.A whole otherbranchof steganog-
raphy "linguistic steganography”consistsof linguistic or
languageforms of hiddenwriting. Theseare the "sema-
grams”andthe”opencode”[16, 19, 23]. A semagranis a
secretmessagéhatis notin a written form. For example,
a systemcanuselong bladesof grassin apictureasdashes
in Morsecode,with shortbladesfor dots. Peoplehave also
usedmusicalnotesfor letters-butit doesnt look anythingat
all like musicandit doesnt soundlike music. Opencodes
useilluions or codewords. In World War 1, for example,
Germanspiesusedfake ordersfor cigarsto representari-
oustypesof British warships-cruiseranddestrgers. Thus
5000cigarsneededn Portsmoutimeantthat ve cruisers
werein Portsmouth.

Watermarkingtechniquehaseveloved from steganogra-
phy. Theuseof watermarkds almostasold aspaperman-
ufacturing[32]. Our ancientsgpouredtheir half-stuf slurry
of ber andwater on to meshmoldsto collect the ber,
thendispersedhe slurry within deckleframesto addshape
and uniformity, and nally appliedgreatpressureo expel
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thewaterandcoherethe ber. This processasnt changed
too muchin 2000years. Oneby-productof this processs
the watermark-the techniqueof impressingnto the paper
a form of image, or text derived from the neggative in the
mold, asthe paper bers aresqueezednddried. PaperWa-
termarkshave beenin wide usesincethelate Middle Ages.
Their earliestuseseemgo have beento recordthe manu-
facturers trademarkon the productso that the authenticity
could be clearly establishedvithout degradingthe aesthet-
ics and utility of the stock. In morerecenttimes, water
markshave beenusedto certify the compositionof paper
including the natureof the bers used. Today mostdevel-
opedcountriesalso watermarktheir paper currenciesand
postagestampgo make forgerymoredif cult.

The digitization of our world hasexpandedour concept
of watermarkingto include immaterialdigital impressions
for usein authenticatingownershipclaims and protecting
proprietaryinterests. However, in principle digital water
marksare like their paperancestors.They signify some-
thing aboutthetokenof adocumenbr le in whichthey in-
herit. Whetherthe productof paperpressor discretecosine
transformationswatermarkof varying degreeof visibility
areaddedo presentatiomediaasa guarante®f authentic-
ity, quality ownershipandsource.

1.2 Information Hiding Terminology

In this sectionwe will discussdiffrent information hiding
terminology Thevariousinformationhidingtechniquegan
beclassi edasgivenin Fig. 1.

Steganograply Steganogrphyis the art / science/
study/ work of communicatingn a way which hides
a secretmessagéan the main information. Various
steganographyerminologyis givenin [16]. Themodel
of stegganographys givenin Fig. 2(a).

— Embedded- datatype Somethingto be hid-
denin somethingelse.

— Stego- datatype The output of hidding pro-
cess;somethingthat hasthe embeddednessage
hiddenin it.

— Cover- datatype An inoutwhichis an”orig-
inal” form of the stego- datatype .

— Stegoley Additional secretdata that may be
neededn the hiding process.The standardcase
wherethesamekey is usedin embeddingndex-
tractingis calledsymmetric.

— Embedding Theproces®f hidingtheembedded
messagés calledembedding.

— Extracting Gettingtheembeddednessageutof
the stegomessagagainis calledextracting.

— StegoanalystThe party from whom the embed-
dedmessagés hiddenis calledthe steggoanalyst.

— Embeddor/Extractor An entity or personthat
embedsandextractsis calledanembeddoor an
extractor, respectiely.

Steganograply Vs Cryptography To have a better
understandingf the termswe compare’steganogra-
phy” with "cryptography”(Fig. 2). Thetermsteganog-
raphy means”cover writing” whereascryptography
means’secretwriting”. Cryptographyis the study of
methodsof sendingmessages distinct form sothat
only the intendedrecipientscan remove the disguise
andreadthe message.The messagave wantto send
is calledplain text anddisguisednessagés calledci-
phertext. The processof corverting a plain text to
a ciphertext is called encipheringor encryption,and
thereverseprocesss calleddecipheringor decryption.
Encryption protectscontentsduring the transmission
of the datafrom the senderto recever. However, af-
ter receiptand subsequentlecryption,the datais no
longerprotectedandis the clear Steganographyides
message plain sightratherthanencryptingthames-
sage,it is embeddedn the data(that hasto be pro-
tected)and doesnt require secrettransmission. The
messagsés carriedinsidedata.Steganographys there-
fore broaderthancryptography The schematiaepre-
sentatiorof the cryptographyis givenin Fig. 2(b).

Digital Watermarking Watermarkingis the process
thatembedgslatacalledawatermarktagor labelinto a
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multimediaobjectsuchthatwatermarkcanbedetected
or extractedaterto make anassertiorabouttheobject.
The objectmaybeanimageor audioor video. It may
alsobetext only

Steganograply Vs Digital Watermarking They pri-
marily differ by intent of use. A watermarkcan be
percevedasan attribute of the carrier(cover). It may
containinformationsuchas copright, license,trackn-
ing andauthorshipetc. Whereadn caseof steganog-
raphy the embeddedanessagenay have nothingto do
with thecover. In steganographynissueof concernis
bandwidthfor the hiddenmessagevhereagobustness
is of moreconcernwith watermarking.

Fingerprinting and Labelling Fingerprintsare also
called labels by some authors. Digital watermark-
ing differs from "digital ngerprinting” [176]. Fin-

gerprinting are characteristicof an object that tend
to distinguishit from other similar objects. Finger

prinitng is the procesof adding ngerprints to anob-
ject andrecordingthem, or identifying andrecording
ngerprintsthatarealreadyintrinsicto theobject.Dig-

ital ngerprinting producesa meta le thatdescribehe
contentsf thesourcele.

Digital Signature Vs Digital Watermark Thereare
con icting view points aboutthe "digital signature”.
Someauthorsusedigital signatureand digital water
marksynorymously whereasomeautherdistinguish
betweerthedigital signatureanddigital watermark A
digital signatureis baseduponthe ideaof public key
encryption. A privatekey is usedto encrypta hashed
versionof the image. This encryptedle thenforms
a unique’signature”for the imagesinceonly the en-
tity signingtheimagehasknowledgeof the privatekey
used.An assoiciateghublickey canbeusedto decrypt
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thesignature Theimageunderquestioncanbehashed
usingthe samehashingfunction asusedoriginally. If
thesehashesnatchethentheimageis authentic Digi-
tal sighaturecanbe usedfor morethanjustimageau-
thentication.In particularwhencombinedwith secure
timestamp,a digital signaturecanbe usedasa proof
of rst authorship A watermarkonthe otherhand,is
a codesecretlyembeddednto theimage. The water
mark allows for veri cation of the origin of animage.
However, a watermarkaloneis not enoughto prove
rst authorshipsinceanimagecould be markedwith
multiple watermarks. It hasalsobeenpointedout in
[18] thatdigital watermarksarenot well suitedto pro-
tecttheauthenticityof animage.Theterm”embedded
signhature’hasbeenusedinsteadof "watermarking’in
earlypublications.Becauseét potentaillyleadsto con-
fusionwith cryptographic'digital signatures”jt is not
usedarymore.

Electronic Stamp Vs Digital Watermark

Covert Channel/ Subliminal Channel

Detailscanbefoundin [178, 179, 180, 181] andmary
moreworks.

Anonymity
Thereadersarerefferredto [177].

Intr oduction to Digital Water-

marking

Digital watermarkingtechnologyis an emeging eld in
computer science, cryptography signal processingand
communications.Digital Watermarkingis intendedby its



developersasthesolutionto theneedo providevalueadded
protectionontop of dataencryptionandscramblingor con-
tentprotection. Lik e othertechnologyunderdevelopment,
digital watermarkingraisesa numberof essentiafjuestions
asfollows.

Whatis it?

How canadigital watermarkbeinsertedor detected?
How robustdoesit needto be?

Why andwhenaredigital watermarksiecessary?
Whatcanwatermarksachieve or fail to achieve?

How shoulddigital watermarkse used?

How mightthey bealused?

How canwe evaluatethetechnology?

How usefularethey, thatis, whatcanthey do for con-
tent protectionin additionto or in conjunctionwith
currentcopyright laws or the legal andjudicial means
usedto resole copyright grievances?

Whatarethe businesopportunities?

What roles candigital watermarkingplay in the con-
tentprotectioninfrastructure?

And mary more...

3 General Framework for Water-

marking

Watermarkings the procesghatembedsdatacalleda wa-
termarkor digital signatureor tagor labelinto amultimedia
objectsuchthatwatermarkcanbedetectear extractedater
to make an assertioraboutthe object. The objectmay be
animageor audioor video. A simpleexampleof a digital
watermarkwould be a visible "seal” placedover animage
to identify the copyright. However the watermarkmight
containadditionalinformationincluding the identity of the
purchasepof a particularcopy of thematerial.

In general,any watermarkingscheme(algorithm) con-
sistsof threeparts.
Thewatermark.
Theencodelinsertionalgorithm).

Thedecodeandcomparatofveri cation or extraction
or detectionalgorithm).

Eachownerhasa uniqguewatermarkor an owner canalso
putdifferentwatermarksn differentobjectsthemarkingal-

gorithm incorporateshe watermarkinto the object. The
veri cation algorithmauthenticateshe objectdetermining
boththeownerandtheintegrity of the object.

3.1 EncodingProcess

Let usdenoteanimageby , asignatureby

and the watermarled imageby is an encoderfunc-
tion, it takesanimage andasignature , andit generates
anew imagewhich is calledwatermarledimage , mathe-
matically,

1)

It shouldbenotedthatthesignature maybedependenon
image . In suchcasesthe encodingprocessescribedy
Eqn. 1 still holds. Following gure illustratesthe encoding
process.

Encoder

Original Watermarked

Image(l) Image(l')

Signature(S)

Figure3: Encoder

3.2 DecodingProcess

A decodeffunction takesanimage ( canbeawater

marked or un-watermarledimage,andpossiblycorrupted)
whoseownershipis to be determinedandrecoversa signa-
ture  from theimage. In this processan additionalim-

age canalsobeincludedwhich is oftenthe original and
un-watermarled versionof . This is dueto the fact that
someencodingschemesnay make useof the original im-

agesin the watermarkingprocesso provide extra robust-
nessagainsintentionalandunintentionakorruptionof pix-

els. Mathematically

)

The extractedsignature  will thenbe comparedwith
the owner signaturesequencdy a comparatofunction



and a binary outputdecisiongenerated.lt is 1 if thereis
matchand0 otherwisewhich canberepresentedsfollows.

c
otherwise

(3)

Where s the correlator . isthecorre-
lation of two signaturesand is certainthresold. Without
lossof generalitywatermarkingschemecanbetreatedasa
three-tupple . Following gures demonstrat¢he
decoderandthe comparatar

Decoder Comparator
Testimage(J) Extracted c X
Signature(S’)

Original Image(l) Original Signature(S)

Figure4: Decoder

Comparator

Extracted c X
Signature(S")
Original

Signature(S)

Figure5: Comparator

A watermarkmustbedetectabler extractableto be use-
ful. Dependingon the way the watermarkis insertedand
dependingnthe natureof thewatermarkingalgorithm,the
methodusedcaninvolve very distinctapproachesln some
watermarkingschemesa watermarkcanbe extractedin its
exact form, a procedurewe call watermarkextraction. In
othercaseswe candetectonly whethera speci ¢ givenwa-
termarkingsignalis presentn animage aprocedurave call
watermarkdetection.It shouldbenotedthatwatermarkex-
tractioncanprove ownershipwhereasvatermarkdetection
canonly verify ownership.

4 Typesof Digital Watermarks

Watermarksand watermarkingtechniquescan be divided

into variouscateyoriesin variousways. The watermarks
canbeappliedin spatial domain. An alternatve to spatial
domainwatermarkings fr equencydomain watermarking.
It hasbeenpointedout thatthe frequeng domainmethods
aremorerobustthanthe spatialdomaintechniquesDiffer-

enttypesof watermarksareshovn in the gure below.

Watermarking

According to According to Accordingto  According to

\éVgr;]k;?r? DTgfuemognt P?rlé:;;it?on Application

f%
Spatial Frequency Source Destination
Domain Domain Based Based
1]
Text Image Audio Video Invi‘sible Visible

| |

Robust Fragile

WH | | ‘ | |

Private  Public  Invertible Non-invertible Quasi-invertible Nonquasi-invertible

Figure6: Typesof watermarkingechniques

Watermarkingtechniquesanbe dividedinto four cate-
goriesaccordingo thetypeof documento bewatermarled
asfollows.

ImageWatermarking
VideoWatermarking
Audio Watermarking
Text Watermarking

According to the humanperception,the digital water

markscanbedivide into threedifferenttypesasfollows.
Visible watermark
Invisible-Rolustwatermark
Invisible-Fragilewatermark

Dual watermark



Visible watermarkis a secondarytranslucentoverlaid
into the primaryimage.Thewatermarkappearwisible to a
casualiewer on a carefulinspection.Theinvisible-robust
watermarkis embedin sucha way that alternationanade
to the pixel valueis perceptuallynot noticedandit canbe
recoveredonly with appropriatedecodingmechanismThe
invisible-fragile watermarkis embeddedh suchaway that
ary manipulationor modi cation of the imagewould alter
or destrgy thewatermark.Dual watermarkis acombination
of avisible andaninvisible watermark{78]. In this type of
watermarkan invisible watermarkis usedasa backup for
thevisible watermarkasclearfrom thefollowing diagram.

Original Visible Visible Invisible Dual
| ; Watermarked Watermarked
mage Watermarking A Watermarking /
10) Image(l’) Image(I”)

Figure7: Schematiadepresentatioof dualwatermarking

An invisible robust private watermarkingschemere-
quiresthe original or referencémagefor watermarkdetec-
tion; whereaghe public watermarksdo not. The classof
invisible robustwatermarkingschemeshatcanbe attacled
by creatinga "counterfeitoriginal” (to bediscussedn later
sections)s calledinvertible watermarkingscheme.Using
mathematicahotationsfrom Sec.3,aninvisible robustwa-
termarkingscheme is calledinvertible if, for

ary watermarledimage , thereexits afunction such
that (1) , (2) and (3)
, Where is a computationallyfeasi-

blefunction, belonggo the setof allowablewatermarks,
andtheimages and areperceptuallysimilar. Otherwise,
thewatermarkingschemas non-invertible.

A watermarkingscheme is called quasi-
invertible if, for ary watermarled image , there exits

a function such that (1) , (2)
, Where is a computationallyfeasi-
blefunction, belonggo the setof allowablewatermarks,

andtheimages and areperceptuallysimilar. Otherwise,
thewatermarkingshemes nonquasi-invertible.

From applicationpoint of view digital watermarkcould
beasbelow.

sourcebasedr

destinatiorbased.

Source-basedwvatermarkaredesirablefor ownershipiden-
ti cation or authenticatiorwherea uniquewatermarkiden-
tifying the owner is introducedto all the copiesof a par

ticularimagebeingdistributed. A source-basedatermark
could be usedfor authenticatiorandto determinewhether

a received image or other electronicdata has beentam-

peredwith. The watermarkcould also be destination-

basedwhereeachdistributedcopy getsa uniquewatermark
identifying the particularbuyer. The destination-basedva-

termarkcouldbeusedo tracethebuyerin thecaseof illegal

reselling.

5 Application of Digital Watermarks

5.1 Visible Watermark

Visible watermarksanbeusedin following cases

Visible watermarkingfor enhancecdopyright protec-
tion. In suchsituationswhereimagesare madeavail-
able through Internetand the contentowner is con-
cernedthattheimageswill beusedcommercially(e.g.
imprinting coffee mugs)without paymentof royalties.
Here the contentowner desiresan ownershipmark,
thatis visually apparentput which doesnot prevent
image being usedfor other purposeqe.g. scholarly
research).

Visible watermarkingusedto indicateownershiporig-
inals. In this caseimagesare madeavailablethrough
the Internet and the contentowner desiresto indi-
catethe ownershipof theunderlyingmaterialg(library
manuscript),so an obsener might be encouragedo
patronizetheinstitutionsthatownsthe material.

5.2 Invisible Robust Watermark

Invisible robust watermarks nd applicationin following
cases.

Invisible watermarkingto detectmisappropriatedm-
ages. In this scenariothe seller of digital imagesis
concernedthathis, fee-generatingnagesnaybe pur-
chasedy anindividualwho will make themavailable
for free, this would deprive the ownerof licensingrev-
enue.

Invisible watermarkingas evidenceof ownership. In

this scenariothe sellerthat of the digital imagessus-
pectsoneof hisimageshasbeeneditedandpublished
without paymentof royalties. Here, the detectionof

theseller'swatermarkin theimageis intendedo sene

as evidencethat the publishedimageis property of

seller



5.3 Invisible Fragile Watermarks

Following are the applicationsof invisible fragile water
marks.

I Watermarked Object

Invisible watermarkingfor a trustworthy camera. In
this scenariojmagesare capturedwith a digital cam-
erafor laterinclusionin news articles. Here, it is the
desireof a news ageng to verify thatanimageis true
to the original captureand hasnot beeneditedto fal-
sify a scene. In this case,an invisible watermarkis
embeddedht capturetime; its presencet the time of
publicationis intendedto indicatethat the imagehas
notbeenattendedsinceit wascaptured.

Transmission

Typical Distortions and Intentional Tampering

. Common Other
Lossy Geometrical | gignal Processing Intentional
ICompressior} Distortion Operations Tamperings
D/A ot AID | Printing and
JPEG Rotation Converssion Rescanning
MPEG Translation | | Resampling Rewatermarking
Scaling Requantization Collusion
Cropping ggggpr?%ession Forgery
e IBM Attack

Linear Filtering

Invisible watermarkingo detectalternationof images
storedin a digital library. In this case,images(e.qg.
human ngerprints) have beenscannedndstoredin a

digital library; the contentownerdesireshe ability to

detectary alternationof the imageswithout the need
to compareheimagesto the scannednaterials.

6 Attacks on Watermarks

A watermarled imageis likely to be subjectedo certain
manipulations,someintentionalsuchas compressiorand
transmissiomoiseand someintentionalsuchas cropping,
Itering, etc. They aresummarizedn Fig.8.

LossyCompressionMarny compressiorschemedik e
JPEGand MPEG can potentially degradethe datas
quality throughirretrievablelossof data.

GeometricDistortions: Geometricdistortionsarespe-
ci ¢ to imagesvideosandinclude suchoperationsas
rotation,translation scalingandcropping.

CommonSignalProcessing@perationsThey include
thefollowings.

D/A corversion

A/D corversion

— Resampling
Requantization
Ditheringdistortion

Recompression

Linear Itering suchas high passandlow pass
ltering

Non-linear Itering suchasmedian Itering
Colorreduction

Non-Linear Unzign Attack
Filtering Stirmark Attack
Color Reduction
Addition of
Offset Value

Addition of Noise|

Local Exchange
of Pixels

Transmission

Corrupted Object

Figure8: Attacksonwatermarks

— Addition of a constanbffsetto the pixel values
— Addition of GaussiarandNon Gaussiamoise
— Local exchangeof pixels

Otherintentionalattacks:

— PrintingandRescanning

— Watermarkingof watermarled image (rewater
marking)

— Collusion: A numberof authorizedrecipientsof
the image should not be able to cometogether
(collude) and like the differently watermarled
copiesto generatean un-watermarled copy of
theimage(by averagingall the watermarledim-
ages).

— Forgery: A numberof authorizedrecipientsof
theimageshouldnot be ableto colludeto form
a copy of watermarledimagewith the valid em-
beddedwatermarkof a personnot in the group
with anintentionof framinga 3rd party.

— IBM attack[155, 157 : It shouldnotbepossible
to producea fake original that also performsas




well asthe originalandalsoresultsin the extrac-
tion of thewatermarkasclaimedby the holderof
thefake original.

— TheUnzignandStirmarkhave shavnremarkable
success$n removing dataembeddedby commer
cially availableprograms.

7 Desired Characteristics of Water-
marks

7.1 Desired Characteristics of Visible Water-
marks

A visible watermarkshouldbe obvious in both color
andmonochromémages.

The watermarkshouldspreadin a large or important
areaof the imagein orderto preventits deletionby

clipping.

The watermarkshouldbe visible yet mustnot signi -
cantlyobscuregheimagedetailsbeneatht.

The watermarkmust be dif cult to remove. Rather
removing awatermarkshouldbemorecostlyandlabor
intensize thanpurchasingheimagefrom theowner.

The watermarkshouldbe appliedautomaticallywith
little humaninterventionandlabor.

7.2 Desired Characteristics of Invisible Ro-
bust Watermarks

The invisible watermarkshouldneitherbe noticeable
to theviewernorshoulddegradethequality of thecon-
tent.

An invisible robustwatermarkmustbe robustto com-
monsignaldistortionsandmustberesistanto various
intentionaltamperingssolely intendedto remove the
watermark.

Retrieval of watermarkshouldunambiguouslydentify
theowner,

It is desirableto designa watermarkwhosedecodelis
scalablewith eachgeneratiorof computer

While watermarkinghighqulaityimagesandartworks
theamountof pixel modi cation shouldbe minimum.

Insertionof watermarkshouldrequirelittle humanin-
terventionor labor.

7.3 Desired Characteristics of Invisible Frag-
iles Watermarks

The invisible watermarkshouldneitherbe noticeable
totheviewernorshoulddegradethequality of thecon-
tent.

An invisible fragile watermarkshouldbe readilymod-
i ed whentheimagepixel valueshave beenaltered.

The watermarkshouldbe secure. This meansthat it
is impossibleto recoverthe changesor regeneratehe
watermarkafterimagealternationsevenwhenthewa-
termarkingprocedure and/orthe watermarkitself is
known.

For highqualityimagestheamountof individual pixel
modi cation shouldbeassmallaspossible.

7.4 Desired Characteristics of Video Water-
marks

The presencef watermarkshouldnot causeary visi-
ble or audibleeffectson the playbackof thevideo.

Thewatermarkshouldnot afftectthe compressibiltyof
thedigital content.

Thewatermarkshouldbe detectedvith high degreeof
reliability. The probablityof falsedetectionshouldbe
extremelysmall.

Thewatermarkshouldberobustto variousintentional
andunintenionakttacks.

Thedetectionalgorithmshouldbeimplementedn cir-
cuitry with smallextra cost.

8 Image Watermarking

Thereare plenty of imagewatermarkingtechniquesalgo-
rithmsavailablein currentliterature.In this sectionwe will

discussa few of them. We focuseon one visible water
marking scheme few invisible watermarkingschemeand
thedualwatermarkingschemen [78].

M.Kankanhalli,et al. [77] have developeda visible wa-
termarkingtechnique.They divide the hostimageinto dif-
ferentblocks, nd the DCT of eachblock. Thenthey clas-
sify the blocksinto six differentclassedn the increasing
orderof noisesensitvity, suchasedgeblock, uniform with
moderaténtensity uniformwith highor low intensity mod-
eratebusy, busyandvery busy. Eachblockis thenassigned
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Figure9: Schematiacepresentaionf visible watermarkingalgorithmof [77]

different and values. The hostimageblocksarethen
modi ded asfollow:

The perceptuallysigni cant regionsof the imageare
found out. The authorshave used1000largestcoef-

cients.
(4)
where is the DCT co-efcient of the watermarled 12;\:\/ ati?sr(r:r;lzrskeraccor dingto IS CC\)thF;L:;ethel’e
image, is the correspondinddCT co-efcient of the '

original imageand is the DCT co-efcient of thewa-
termarkimage.Fig. 9 givestheschematiagepresentationf
thetechniqueandFig. 10 shaw variousresults.

[.J.Coxetal. [84, 85, 98] proposeaninvisible robustwa-
termarkingtechnique. They insertthe watermarkinto the
spectralcomponentof the image using techniqueanalo-
gousto spreadspectrumcommunication.The agumentis

denotestnormaldistributionwith mean0 andvariance
1.

The watermarkis insertedin the DCT domainof the
imageby settingthe frequengy components in the
originalimageto  usingthefollowing eqn.

®)

thatthe watermarkmustbeinsertedn the perceptuallysig- where is ascalarfactor
ni cant component®f a signalif it osto berobustto com- _
mon signaldistortionsandmaliciousattacks.However, the The authorhaschosen . A Gaussiartype of wat-

modi cation of thesecomponentanay lead to perceptual
degradationof the signal. Thewatermarkinsertionconsists
of following steps:

DCT of the entireoriginal imageis computedassum-
ing ason block.

eramarkis usedbecausé is morerobustto tamperingthan
uniform type. Extractionof watermarkconsistsof follow-
ing steps:

DCT of theentirewatermarledimageis computedas-
sumingasoneblock.



(a) Originalimage

(c) Biggerwatermark (d) Smallerwatermark

Figure10: Visible watermarled”Lena” [77]
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Normally Distributed
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(b) Extractionprocess

Figurell: Schematicepresentaionf watermarkingschemeof [84, 85, 98]

DCT of the entireoriginal imageis computedassum-
ing asoneblock.

Thedifferenceof thetwo is thewatermark

The extractedwatermark  is comparedvith the original
watermarkX usingsimilarity functiongivenin eqn.6.

(6)

The watermarkis robustto commonsignaland geometric
distortion suchas A/D and D/A corversion, resampling,
guantization,compressionyotation, translation,cropping
andscaling. The watermarkis universalin the sensethat
it canbe appliedto all threemedia. Retrieval of the water

markunambigouslydenti es the ownerandthewatermark
canbe constructedo make counterfeitingalmostimpossi-
ble. Thewatermarkingechniquehasthe disadwantagethat
it needghe originalimagefor its exatraction.lIt is alsonot
clearwhetherthewatermarks robustto photocopying. Fig.

11(a)andFig. 11(b)givetheschematicepresenationf the
insertionandextractionprocessrespectiely. The original

imageandthe watermarledimagesaregivenin Fig. 12.

R.B.Wblfgang and E.J.Delp[101, 107 have developed
oneinvisible watermarkingechniquehatworksin thespa-

11

tial domain. Fig.13 shovs imagewatermarled using this
algorithm. The watermarkinsertionproceshasfollowing
steps:

The watermarkis createdby arranginga longer m-
sequenceow by row into two dimenionalblocks.

Thewatermarkis thenaddedo theimage.Thesizeof
thewatermarkshouldbe sameasthe sizeof theimage.

The authersde ne the spatialcross-correlatiorfunc-
tion of theimages and as:

)
Let betheoriginalimageblock, be the water
markblock, bethewatermarledimageblockand

be the watermarled imagethat might be forged. The
teststatisticsfor ablockis de ned as:

(8)

Themean for all blocksis foundasfollows:

9)



(a) Original (b) Watermarked

Figure12: Originalandwatermarled”shuttle” [84, 85, 98]

(a) Original (b) Watermarked

Figure13: Originalandwatermarled”bird” [101, 102
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where isthevalueof for the blockand is
thenumberof blocksin theimage.

A testingparadigmis found out with differentranges
of . Theimageis declaredo befully authentic,
authentidout forged possibleauthentiandcompletely
inauthenticusingthis testingparadigm.

W.Zhu, et al. [118, 119 proposean invisible water
amrking techniquewhich is very much similar to that of
[84, 85, 98], but the watermarkis insertedto wavelet co-
efcients. The diffrence betweenthis algorithm and that
of [84, 85, 98] is thatin later casethe watermark(gussian
randomnumber)has beenaddedto the small numberof
percetuallysigni cant co-efcients whereasn formercase
the watermarkis addedto the every high-passwavelet co-
ef cients.

|.Pitas,et al. [42, 103 104, 105 usean approaclthat
allows slightly more informationto be embedded. A bi-
nary signaturethat consistsof equalnumberof zerosand
onesis embeddedn animageby assigningpixelsinto one
of the two sets. The intensitylevels of pixelsin oneof the
setsarealtered. Theintensitylevelsarenot changedn the
otherset. Signaturedetectionis doneby comparingmean
intensityvalueof the marked pixels againasthat of the not
marked pixels. Statisticalhypothesigestingis usedfor this
purposeThesignaturecanbedesignedn suchaway thatit
is resistanto JPEGcompressiomndlow passltering. Ac-
cordingto theauthersthe degreeof certiantycanbe aslow
as 84% andashigh as92%, which would likely not stand
up asevidencein a court of law for copyright protection.
But, thealgorithmhastheadwantagehatit doesnt needthe
originalimagefor wateramarldetection.

S.PMohanty et al. [78] proposea new watermarking
techniquecalleddual watermarking The dual watermark-
ing is combinationof a visible watermarkandan invisible
watermark. The invisible watermarkis usedas protection
or backup for the visible watermark. The dual watermark
insertionprocessasthefollowing steps:

i. Both hostimage(oneto bewatermarled) andthewa-
termark(image) aredivided into blocks of equal
sizes(thetwo imagesmaybe of unequakize).

i. Let denotethe  blockof theoriginalimage and

denoteghe  blockof thewatermark . Foreach

block ( ), thelocal statistics;mean  andvariance
are computed. The image meangray value is
alsofoundout.

iii. Thewatermarledimageblockis obtainedby modify-
ing asfollows.

(10)

Original Divide

Image into i fx\
Blocks n

0]

an aniﬂ
- - Visibly

Image Mathematical + }osl Watermarked
Statistics Model Image(I')

Factors

amln , amax
b min, bmax
Watermark Resize and
Image  (— Divide into
(W) Blocks

Fidelity
Criterion

Figure 14: Schematiaepresentatiomf visible watermark
insertionprocesg78]

where and  arescalingand embeddingfactors
respectiley, dependingpon  and  of eachblock.
The and areobtainedasfollows:

The and for edgeblocksaretakento be
and respectiely.

The and
eqgns.

arefoundoutusingthefollowing

— (11)
(12)

where , arenormalisedvaluesof and ,
and arenormalisedogarithmvaluesof

The and are scaled to the ranges
( , ) and ( : ) respectiely,
where and are minimum and max-

imum values of scaling factor and and

minimumandmaximumvaluesof embed-
ding factor Thesearethe parametersletermin-
ing the extentof watermarkinsertion.

The imagethusobataineds visible watermarled im-
age

iv. Pseudo-randorbinary-sequence0,1 of periodN is
generatedisinglinear shift register[55, 56]. The pe-
riod is equalto thenumberof pixelsof theimage.

v. Thewatermarkis generatedby arrangingthe binary se-
quenceanto blocksof size4 4o0r8 8. Thesizeof the
watermarkis sameasthesizeof theimage.



Visibly
Watermarked
Imag€l’)
k=0 Create
Watermark
Bit Plane[K] T
Watermark Linear
Feed-Back
Shift
Register
Merge
Bit Planes[k]
k=0, ...,7
Dual
k = k+1 Watermarked
Image(l)

Figurel5: Schematicepresentationf Invisible watermark
insertionprocesg78|

vi. We startwith bit-plane (MSB) of theimage

vii. Thewatermarkis EX-ORedwith the
theimage.Thigyivesthe
image.

bit-planeof
bit-planefor watermarled

viii. Theaborewatermarled
ing bit-planesof the image
nal watermarledimage

bit-planeandtheremain-
aremergedto nd the

ix. TheSNRis foundout. If SNR theshold,thenwe
stop;otherwisewe goto (vii) with  incrementedy 1
(for next lower bit-plane). The dual watermarledim-
age is nally obtained.

Theshematiaepresenatatioaf thewatermarkingnsertion
stepsare given in Fig.14 and Fig.15. Fig.16 shavs dual
watermarled”Lena” and”bird”. For watermarkdetectiora
testingparadigmsimilarto [101, 107 is used.
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9 VideoWatermarking

In thissectionwe will discusssomeof thevideowatermark-
ing techniquesvailablein currentlitearture. 1.J.Coxet al.
[84, 85, 98] algorithmalsoworksfor videoif watermarking
is doneframewise.

F.HartungandB.Girod[136, 137, 138 139 14(Q present
a schemdor robustwatermarkingof MPEG-2video. The
watermarks eitherembeddedhto theencodediideoorinto
the MPEG-2bit stream@ndcanberetrevedfromthecodec
video. The basicideaof watermarkingfor raw videois ad-
dition of pseudo-randonsignalto the video thatis below
thethresholdof perceptiorthatcan't beidenti ed andthus
removedwithoutknowledgeof the parametersf thewater
markingalgorithm.Theapproacho accomplishthisis adi-
rectextensionfrom direct-sequencspreadspectrumcom-
munications.The markingof raw videodata to produce
amodi ed signal is describedy eqn.13.

(13)

where is the pseudo-noissequence, is theembedded
bit and is amplitude-scalindgactor The information bit
recoveredby amatchedlter . Givenseveralsequencewith
differnentwatermarksijt is easierto gure out the water
marked pixel valuesif the watermarkconsistsonly of the
-1'sand1's. In the bit strramdomainit is moredif cult to
embedawatermarkinto video,especiallywhentherequire-
mentis imposedthat the bit reatmay not be incersed.For
eachsignalblock, the watermarkingprocedureconsistsof
thefolloing steps:

i. TheDCT of thewatermarkdata(of the spreadnforma-
tion bits modulatedby the pseudo-noissequencejs
calculatedor block. A zigzagscanis doneto get
a vectroof rescannedCT co-efcients. The
DCT co-efcients aredenotedby with being
DC co-efcient and beingthe AC co-efcients.
TheDCT co-efcients of theunwatermarledsignalare
denotedby  andthatof the watermarled signal by

ii. For DC co-efcients, the meanvalueof the watermark
block is addedto the meanvalue of the signalblock,
ie.

(14)

iii. For the AC co-efcients, the bit streamof the coded

signalis searchedor thenext VLC codevard,the(run-

level) pair belongsto that codevord is iden-
tied andthusthe position and amplitudeof the AC

DCT co-efcients represnetetly the VLC codevord.



(a)Lena

(b) Bird

Figure16: Dual watermarled”Lena” and”bird” [78]

iv. is the candidateDCT co-efcient
for thewatermarledsignal. However, shouldnot
increasehebit-rate.

v. Let  bethe numberof bits usedfor transmittingthe
codevord for (i,e. for )and bethe
numberof bits usedfor transmittingthe codevord for

(i.e. L f the codevord for
elsethe codevord for transmitted.

vi. Steps(iii)-(v) arerepeateduntil endof block (EOB)
codevordis encountered.

Due to bit rate constraint, usually only few DCT co-
efcients of the watermarkcan be incorpratedper
block. As aresult,the watermarking shemein bit stream
domain is lessrobust than its counterpart in the pixel
domain. But the schemeworking on encodedvideois of
mushlower compleity thana completedecodingprocess
followed by watermarkingnn the pixel andrecording.Al-
thoughan existing MPEG-2 bitstreamis partly alteredthe
schemeavoids drift problems.The authorshave suggested
schemedor drift compensationin [139]. The embedded
watermarkcan be retreived from the watermarled video
without knowledgeof the original video. The watermark
is robust agianstthe linear and non-linearoperationdike
furthertransformcoding, ltering, quantizationmodestro-
tationetc.

M.D.Swansongetal. [141] proposean objectbasedwa-
termarkingtechniquefor video, Individual watermarksare
createdor objectswithin thevideo. Eachwatermarkis cre-
ated by shapingan authorand video dependenpseeudo-
randomsequencaccordingo theperceptuamaskingchar
acteristicof thevideo. Theinsertionprocedurénasfollow-
ing steps.

Thespatial  andfrequeng maskingvaluesfor
thecurrentframesarecomputed Thefrequeng mask-
ing valuesareobtainedrom DCT co-efceints of
blocksin theframe.

The frame segmentedto block to ensurethat

maskingestimatesrelocalized.

Eachblock of frequengy maskingvaluesis thenmulti-
Ipied by partof pseudo-randorauthorrepresentation.

TheinverseDCT of theproduct  is computed.

The resultis multiplied by the spatialmaskingvalues
for theframe,creatingthe perceptuallyshapegseudo-
noise

The pseudo-noisés addedto the blocks of the frame
to getwatermarledblock

Thewatermarkfor a macroblockin the currentframe
is replacedor thewatermarkfor the macroblockirom



the previous frameif the distortion is lessthan

threshold .

Detectionof watermarkis accomplishedvia generalized
likelihoodrationtest. The watermarkis statisticallyunde-
tectable. The watermarkalso resohes multiple ownership
claims. The watermarkalgorithm may be easilyincorpo-
ratedinto the MPEG-4objectbasectodingframewnork. The
watermarkingorocedures robustto videodegradationghat
resultfrom noise, MPEG compressioncropping, printing
andscanning.

C.T.Hsuand J.L.Wu [144] presenta DCT basedwater
markingtechniquefor video sequencesThe stepsfor wa-
termarkinginsertionaregivenbelow.

Theoriginalimageis dividedinto blocksandthe
2-D DCT is appliedindependentlyo eachblock.

The middle frequeny rangeco-efcients are picked
up.

A 2-D sub-blockis usedin order to computethe
residualpatternfrom the chosermiddle frequeng co-
ef ceints.

Thewatermarkis a binaryimage. A fast2-D pseudo-
randomnumbertraversingmethodis usedto permute
thewatermarksoasto dispersets spatialrelationship.

Bith variancesof imageblock and watermarkblocks
aresortedandmappedaccordinglysothattheinisiblity
of thewatermarledimagewill improve.

After binary residual patternsof the transoformin-
traframeareobtainedfor eachmarkedpixel of theper
mutedwatermarkthe DCT co-efceints aremodi ed
accordingto the residualmaskso that corresponding
polarity of theresidualvalueis reversed.

InverseDCT valueof theassociatedesultis calculated
to obtianthe watermarledimage. For P-frame ,modi-
fying thetemporalrelationshipbetweerthe currentP-
frameandits referencdframeembedgshewatermark.

For B-frame, the residualmaskis designedbetween
the currentB-frame andits pastandfuture reference
frame. The polarity of the residual frame is also
reveersedo embedthewatermark.

The extractionprocedurds simply the reverseoperationof
insertionprocesure.This requiresthe original frame, then
watermarledframeandalsothedigital watermarkwhichis
a disadwantageof this watermarkingscheme.The scheme
is robustto croppingoperatiorandMPEG compression.
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10 Audio Watermarking

The authordidn't work in this area, but will addresshe
schemesvheneertime permits.

11 Text/DocumentWatermarking

The authordidn't work in this area, but will addresshe
schemesvhene&ertime permits.

12 VLSI Implmentation of Water-
marking Schemes

Hopefully somework will appeain future.

13 Limitation of Watermarks

Thereareplenty of worksavailablein thereference.

14 Conclusions

Thewatermarkingesearchs progressingery fastandnu-
merousresearchefrom various elds arefocussingto de-
velop someworkable scheme. Different companiesalso
working to get commercialproducts.We hopesomecom-
mercialandeffective schemesvill beavailablein future.
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