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Abstract

Thegrowthof highspeedcomputernetworksandthatof In-
ternet, in particular, hasexplored meansof new business,
scienti�c, entertainment,and social opportunities. Ironi-
cally, the causefor the growth is also of the apprehension
- useof digital formatteddata. Digital mediaoffer several
distinctadvantagesoveranalogmedia,suchashighquality,
easyediting, high �delity copying. Theeasebywhich a dig-
ital informationcan be duplicatedand distributedhasled
to theneedfor effectivecopyrightprotectiontools. Various
software productshavebeenrecentlyintroducedin attempt
to addressthesegrowing concerns. It is doneby hidding
data (information)within digital audio, imagesand video
�les. Onewaysuch datahiddingis digital signature, copy-
right label or digital watermark , that completelycharac-
terizesthe person who applies it and, therefore, marksit
as beinghis intellectualproperty. Digital Watermarking
is the processthat embedsdata called a watermarkinto a
multimediaobjectsuch that watermarkcan be detectedor
extractedlater to makeanasertionabouttheobject.Water-
markingis either”visible” or ”in visible”. Althoughvisible
and invisible are visual termswatermarkingis not limited
to images,it canalsobeusedto protectothertypesof mul-
timediaobject. Thiswork is a tutorial review of thedigital
watermarkingtechniquesapprearedin theliterature.

1 Inf ormation Hiding Techniques

In thissection,webrie�y discussthehistoricaldevelopment
of steganography/ watermarking.We alsointroducevari-
ousdatahiding terminologiesusedin currentliteratureand
attempthavecleardistinctionof them.

�

This report was written in 1999 when the authorwas at the Indian
Instituteof Science,Bangalore

1.1 History of Inf ormation Hiding

The ideaof communicatingsecretelyis asold ascommu-
nicationitself. Theearliestallusionto secretwriting in the
Westappearsin Homer'sIlaid [9]. Steganographicmethods
madetheir recorddebut a few centurieslaterin severaltales
by Herodotus,thefatherof history[10]. Someof themcan
alsobefoundin [7, 19, 23]. Kautilya'sArthasa'straandLal-
itaVista'ra, and Vatsa'yana's Ka'masu'tra are few famous
examplesof the Indian literaturein which secretwritting /
steganographyhavebeenused.

Few other examplesof steganographycan be found in
[7, 19, 23]. An importanttechniquewas the useof sym-
patheticinks. Ovid in his ”Art of Love” suggestsusing
milk to write invisibly. Later, chemicallyaffectedsympa-
thetic inks weredeveloped. This wasusedin World Wars
1 and 2. The origin of steganographyis biological and
physiological.The term”steganography”cameinto usein
1500'saftertheappearanceof Trithemius'bookonthesub-
ject ”Steganographia”.A wholeotherbranchof steganog-
raphy, ”linguistic steganography”,consistsof linguistic or
languageforms of hiddenwriting. Theseare the ”sema-
grams”andthe”opencode”[16, 19, 23]. A semagramis a
secretmessagethat is not in a written form. For example,
a systemcanuselong bladesof grassin a pictureasdashes
in Morsecode,with shortbladesfor dots.Peoplehavealso
usedmusicalnotesfor letters-but it doesn't look anythingat
all like musicandit doesn't soundlike music. Opencodes
useilluions or codewords. In World War 1, for example,
Germanspiesusedfake ordersfor cigarsto representvari-
oustypesof British warships-cruisersanddestroyers.Thus
5000cigarsneededin Portsmouthmeantthat � ve cruisers
werein Portsmouth.

Watermarkingtechniquehasevelovedfrom steganogra-
phy. Theuseof watermarksis almostasold aspaperman-
ufacturing[32]. Our ancientspouredtheir half-stuff slurry
of �ber and water on to meshmolds to collect the �ber ,
thendispersedtheslurry within deckleframesto addshape
anduniformity, and�nally appliedgreatpressureto expel
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thewaterandcoherethe�ber. This processhasn't changed
too muchin 2000years.Oneby-productof this processis
the watermark-the techniqueof impressinginto the paper
a form of image,or text derived from the negative in the
mold,asthepaper�bers aresqueezedanddried.PaperWa-
termarkshavebeenin wide usesincethelateMiddle Ages.
Their earliestuseseemsto have beento recordthe manu-
facturer's trademarkon theproductso that theauthenticity
couldbeclearlyestablishedwithout degradingtheaesthet-
ics and utility of the stock. In more recenttimes, water-
markshave beenusedto certify the compositionof paper,
including thenatureof the �bers used. Todaymostdevel-
opedcountriesalsowatermarktheir paper, currenciesand
postagestampsto make forgerymoredif�cult.

The digitizationof our world hasexpandedour concept
of watermarkingto includeimmaterialdigital impressions
for usein authenticatingownershipclaims and protecting
proprietaryinterests. However, in principle digital water-
marksare like their paperancestors.They signify some-
thingaboutthetokenof adocumentor �le in whichthey in-
herit. Whethertheproductof paperpressor discretecosine
transformations,watermarksof varyingdegreeof visibility
areaddedto presentationmediaasaguaranteeof authentic-
ity, qualityownershipandsource.

1.2 Inf ormation Hiding Terminology

In this sectionwe will discussdiffrent informationhiding
terminology. Thevariousinformationhidingtechniquescan
beclassi�edasgivenin Fig. 1.

� Steganography Steganogrphyis the art / science/
study/ work of communicatingin a way which hides
a secretmessagein the main information. Various
steganographyterminologyis givenin [16]. Themodel
of steganographyis givenin Fig. 2(a).

– Embedded-� datatype� Somethingto be hid-
denin somethingelse.

– Stego-� datatype� The output of hidding pro-
cess;somethingthathasthe embeddedmessage
hiddenin it.

– Cover- � datatype� An inout which is an”orig-
inal” form of thestego-� datatype� .

– Stegokey Additional secret data that may be
neededin thehiding process.Thestandardcase
wherethesamekey is usedin embeddingandex-
tractingis calledsymmetric.

– EmbeddingTheprocessof hidingtheembedded
messageis calledembedding.

– Extracting Gettingtheembeddedmessageoutof
thestegomessageagainis calledextracting.

– StegoanalystThe party from whom the embed-
dedmessageis hiddenis calledthestegoanalyst.

– Embeddor/Extractor An entity or personthat
embedsandextractsis calledanembeddoror an
extractor, respectively.

� Steganography Vs Cryptography To have a better
understandingof the termswe compare”steganogra-
phy” with ”cryptography”(Fig. 2). Thetermsteganog-
raphy means”cover writing” whereascryptography
means”secretwriting”. Cryptographyis the studyof
methodsof sendingmessagesin distinct form so that
only the intendedrecipientscan remove the disguise
andreadthe message.The messagewe want to send
is calledplain text anddisguisedmessageis calledci-
pher text. The processof converting a plain text to
a ciphertext is calledencipheringor encryption,and
thereverseprocessis calleddecipheringor decryption.
Encryptionprotectscontentsduring the transmission
of the datafrom the senderto receiver. However, af-
ter receiptand subsequentdecryption,the datais no
longerprotectedandis theclear. Steganographyhides
messagesin plainsightratherthanencryptingthames-
sage,it is embeddedin the data(that hasto be pro-
tected)and doesn't requiresecrettransmission.The
messageis carriedinsidedata.Steganographyis there-
fore broaderthancryptography. Theschematicrepre-
sentationof thecryptographyis givenin Fig. 2(b).

� Digital Watermarking Watermarkingis the process
thatembedsdatacalledawatermark,tagor labelinto a
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multimediaobjectsuchthatwatermarkcanbedetected
or extractedlaterto makeanassertionabouttheobject.
Theobjectmaybeanimageor audioor video. It may
alsobetext only

� Steganography Vs Digital Watermarking They pri-
marily differ by intent of use. A watermarkcan be
perceivedasanattributeof thecarrier(cover). It may
containinformationsuchascopright, license,trackn-
ing andauthorshipetc. Whereasin caseof steganog-
raphy, theembeddedmessagemayhave nothingto do
with thecover. In steganographyanissueof concernis
bandwidthfor thehiddenmessagewhereasrobustness
is of moreconcernwith watermarking.

� Fingerprinting and Labelling Fingerprintsare also
called labels by some authors. Digital watermark-
ing differs from ”digital �ngerprinting” [176]. Fin-
gerprintingare characteristicsof an object that tend
to distinguishit from other similar objects. Finger-
prinitng is theprocessof adding�ngerprints to anob-
ject andrecordingthem,or identifying andrecording
�ngerprintsthatarealreadyintrinsicto theobject.Dig-
ital �ngerprinting producesameta�le thatdescribethe
contentsof thesource�le.

� Digital Signature Vs Digital Watermark Thereare
con�icting view points about the ”digital signature”.
Someauthorsusedigital signatureanddigital water-
marksynonymously,whereassomeauthersdistinguish
betweenthedigital signatureanddigital watermark.A
digital signatureis baseduponthe ideaof public key
encryption.A privatekey is usedto encrypta hashed
versionof the image. This encrypted�le then forms
a unique”signature”for the imagesinceonly the en-
tity signingtheimagehasknowledgeof theprivatekey
used.An assoiciatedpublickey canbeusedto decrypt

thesignature.Theimageunderquestioncanbehashed
usingthesamehashingfunctionasusedoriginally. If
thesehashesmatchethentheimageis authentic.Digi-
tal signaturecanbeusedfor morethanjust imageau-
thentication.In particularwhencombinedwith secure
timestamp,a digital signaturecanbe usedasa proof
of �rst authorship.A watermark,on theotherhand,is
a codesecretlyembeddedinto the image. Thewater-
markallows for veri�cation of theorigin of animage.
However, a watermarkaloneis not enoughto prove
�rst authorship,sincean imagecouldbemarkedwith
multiple watermarks.It hasalsobeenpointedout in
[18] thatdigital watermarksarenotwell suitedto pro-
tecttheauthenticityof animage.Theterm”embedded
signature”hasbeenusedinsteadof ”watermarking”in
earlypublications.Becauseit potentaillyleadsto con-
fusionwith cryptographic”digital signatures”,it is not
usedanymore.

� Electronic StampVs Digital Watermark

� Covert Channel / Subliminal Channel

Detailscanbefoundin [178, 179, 180, 181] andmany
moreworks.

� Anonymity

Thereadersarerefferredto [177].

2 Intr oduction to Digital Water-
marking

Digital watermarkingtechnologyis an emerging �eld in
computer science, cryptography, signal processingand
communications.Digital Watermarkingis intendedby its
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developersasthesolutionto theneedto providevalueadded
protectionontopof dataencryptionandscramblingfor con-
tentprotection.Like othertechnologyunderdevelopment,
digital watermarkingraisesa numberof essentialquestions
asfollows.

� Whatis it?

� How cana digital watermarkbeinsertedor detected?

� How robustdoesit needto be?

� Why andwhenaredigital watermarksnecessary?

� Whatcanwatermarksachieveor fail to achieve?

� How shoulddigital watermarksbeused?

� How might they beabused?

� How canwe evaluatethetechnology?

� How usefularethey, thatis, whatcanthey do for con-
tent protectionin addition to or in conjunctionwith
currentcopyright laws or the legal andjudicial means
usedto resolvecopyright grievances?

� Whatarethebusinessopportunities?

� What rolescandigital watermarkingplay in the con-
tentprotectioninfrastructure?

� And many more...

3 General Framework for Water-
marking

Watermarkingis theprocessthatembedsdatacalleda wa-
termarkor digital signatureor tagor labelinto amultimedia
objectsuchthatwatermarkcanbedetectedorextractedlater
to make an assertionaboutthe object. The objectmay be
an imageor audioor video. A simpleexampleof a digital
watermarkwould be a visible ”seal” placedover an image
to identify the copyright. However the watermarkmight
containadditionalinformationincludingthe identity of the
purchaserof a particularcopy of thematerial.

In general,any watermarkingscheme(algorithm) con-
sistsof threeparts.

� Thewatermark.

� Theencoder(insertionalgorithm).

� Thedecoderandcomparator(veri�cation or extraction
or detectionalgorithm).

Eachowner hasa uniquewatermarkor an owner canalso
putdifferentwatermarksin differentobjectsthemarkingal-
gorithm incorporatesthe watermarkinto the object. The
veri�cation algorithmauthenticatesthe objectdetermining
boththeownerandtheintegrity of theobject.

3.1 EncodingProcess

Let usdenoteanimageby � , a signatureby ���
	���
�	���
��������

and the watermarked imageby
�

� . � is an encoderfunc-
tion, it takesanimage � anda signature� , andit generates
a new imagewhich is calledwatermarkedimage

�

� , mathe-
matically,

������
������

�

� (1)

It shouldbenotedthatthesignature� maybedependenton
image � . In suchcases,theencodingprocessdescribedby
Eqn. 1 still holds.Following �gure illustratestheencoding
process.

Encoder

Signature(S)

E
Image(I)

Watermarked
Image(I')

Original

Figure3: Encoder

3.2 DecodingProcess

A decoderfunction � takesan image  (  canbea water-
markedor un-watermarkedimage,andpossiblycorrupted)
whoseownershipis to bedeterminedandrecoversa signa-
ture �"! from the image. In this processan additionalim-
age � canalsobe includedwhich is often the original and
un-watermarked versionof  . This is dueto the fact that
someencodingschemesmay make useof theoriginal im-
agesin the watermarkingprocessto provide extra robust-
nessagainstintentionalandunintentionalcorruptionof pix-
els.Mathematically,

�#�$ %
&�'���(�

! (2)

The extractedsignature�

! will thenbe comparedwith
theownersignaturesequenceby a comparatorfunction )+*
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anda binary outputdecisiongenerated.It is 1 if thereis
matchand0 otherwise,whichcanberepresentedasfollows.

) * ���

!


������

,.-


 c /10

2


 otherwise
(3)

Where ) is thecorrelator, 34�5) * ���"!�
6�7� . 8 is thecorre-
lation of two signaturesand 0 is certainthresold. Without
lossof generality, watermarkingschemecanbetreatedasa
three-tupple�9�:
6�;
6) * � . Following �gures demonstratethe
decoderandthecomparator.

Decoder Comparator

Test Image(J) Extracted

Signature(S')

xD Cd

Original Image(I) Original Signature(S)

Figure4: Decoder

Comparator

(S')Signature
Extracted C

Original
Signature(S)

c x
d

Figure5: Comparator

A watermarkmustbedetectableor extractableto beuse-
ful. Dependingon the way the watermarkis insertedand
dependingon thenatureof thewatermarkingalgorithm,the
methodusedcaninvolvevery distinctapproaches.In some
watermarkingschemes,a watermarkcanbeextractedin its
exact form, a procedurewe call watermarkextraction. In
othercases,wecandetectonly whetheraspeci�c givenwa-
termarkingsignalis presentin animage,aprocedurewecall
watermarkdetection.It shouldbenotedthatwatermarkex-
tractioncanprove ownershipwhereaswatermarkdetection
canonly verify ownership.

4 Typesof Digital Watermarks

Watermarksand watermarkingtechniquescan be divided
into variouscategories in variousways. The watermarks
canbeappliedin spatial domain. An alternative to spatial
domainwatermarkingis fr equencydomain watermarking.
It hasbeenpointedout that thefrequency domainmethods
aremorerobustthanthespatialdomaintechniques.Differ-
enttypesof watermarksareshown in the�gure below.

According to
Human

Perception

According to
Application

According to
Type of

Document

According to
Working
Domain

Spatial Frequency
Domain Domain

Source
Based

Destination
Based

Text Image Audio Video Invisible Visible

Watermarking

Private Public Invertible Non-invertible Quasi-invertible Nonquasi-invertible

Robust Fragile

Figure6: Typesof watermarkingtechniques

Watermarkingtechniquescanbe divided into four cate-
goriesaccordingto thetypeof documentto bewatermarked
asfollows.

� ImageWatermarking

� VideoWatermarking

� Audio Watermarking

� Text Watermarking

According to the humanperception,the digital water-
markscanbedivide into threedifferenttypesasfollows.

� Visible watermark

� Invisible-Robustwatermark

� Invisible-Fragilewatermark

� Dual watermark
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Visible watermarkis a secondarytranslucentoverlaid
into theprimaryimage.Thewatermarkappearsvisible to a
casualviewerona carefulinspection.Theinvisible-robust
watermarkis embedin sucha way that alternationsmade
to thepixel valueis perceptuallynot noticedandit canbe
recoveredonly with appropriatedecodingmechanism.The
invisible-fragile watermarkis embeddedin suchawaythat
any manipulationor modi�cation of the imagewould alter
or destroy thewatermark.Dualwatermarkis acombination
of a visible andaninvisiblewatermark[78]. In this typeof
watermarkan invisible watermarkis usedasa backup for
thevisiblewatermarkasclearfrom thefollowing diagram.

Image(I ) Image(I )

Original

 
    (I)

 Image

  

       
 Watermarking

 Visible
      Watermarked  Watermarked

      Dual          Invisible

    Watermarking

             Visible

Figure7: Schematicrepresentationof dualwatermarking

An invisible robust pri vate watermarkingschemere-
quirestheoriginal or referenceimagefor watermarkdetec-
tion; whereasthe public watermarksdo not. The classof
invisible robustwatermarkingschemesthatcanbeattacked
by creatinga ”counterfeitoriginal” (to bediscussedin later
sections)is calledinvertible watermarkingscheme.Using
mathematicalnotationsfrom Sec.3,an invisible robustwa-
termarkingscheme�9�:
6�;
6)<*=� is called invertible if, for
any watermarkedimage

�

� , thereexits a function �:>

� such
that (1) �:>

�

�

�

�'�;�?�9�@!A
6�"!B� , (2) �C�9�@!A
6�"!B�;�?�

�

�@� and (3)
)

*
���D�

�

�'�E
��
!

�F�

-

, where �
>

� is a computationallyfeasi-
ble function, ��! belongsto thesetof allowablewatermarks,
andtheimages� and �@! areperceptuallysimilar. Otherwise,
thewatermarkingschemeis non-invertible.

A watermarkingscheme ���:
&�;
�)
*

� is called quasi-
invertible if, for any watermarked image

�

� , there exits
a function �:>

� such that (1) �:>

�

�

�

�G�H� �9�@!A
6�"!B� , (2)
)I*����D�

�

�'�E
��"!J�F�

-

, where �K>

� is a computationallyfeasi-
ble function, �

! belongsto thesetof allowablewatermarks,
andtheimages� and �@! areperceptuallysimilar. Otherwise,
thewatermarkingshemeis nonquasi-invertible.

From applicationpoint of view digital watermarkcould
beasbelow.

� sourcebasedor

� destinationbased.

Source-basedwatermarkaredesirablefor ownershipiden-
ti�cation or authenticationwherea uniquewatermarkiden-
tifying the owner is introducedto all the copiesof a par-
ticular imagebeingdistributed. A source-basedwatermark
couldbe usedfor authenticationandto determinewhether

a received image or other electronicdata has beentam-
peredwith. The watermarkcould also be destination-
basedwhereeachdistributedcopy getsauniquewatermark
identifying theparticularbuyer. Thedestination-basedwa-
termarkcouldbeusedto tracethebuyerin thecaseof illegal
reselling.

5 Application of Digital Watermarks

5.1 Visible Watermark

Visible watermarkscanbeusedin following cases:

� Visible watermarkingfor enhancedcopyright protec-
tion. In suchsituations,whereimagesaremadeavail-
able through Internetand the contentowner is con-
cernedthattheimageswill beusedcommercially(e.g.
imprinting coffeemugs)without paymentof royalties.
Here the contentowner desiresan ownershipmark,
that is visually apparent,but which doesnot prevent
imagebeing usedfor other purposes(e.g. scholarly
research).

� Visible watermarkingusedto indicateownershiporig-
inals. In this caseimagesaremadeavailablethrough
the Internet and the content owner desiresto indi-
catetheownershipof theunderlyingmaterials(library
manuscript),so an observer might be encouragedto
patronizetheinstitutionsthatownsthematerial.

5.2 Invisible Robust Watermark

Invisible robust watermarks�nd applicationin following
cases.

� Invisible watermarkingto detectmisappropriatedim-
ages. In this scenario,the sellerof digital imagesis
concerned,thathis,fee-generatingimagesmaybepur-
chasedby anindividualwhowill make themavailable
for free,thiswoulddeprivetheownerof licensingrev-
enue.

� Invisible watermarkingasevidenceof ownership. In
this scenario,thesellerthatof thedigital imagessus-
pectsoneof his imageshasbeeneditedandpublished
without paymentof royalties. Here, the detectionof
theseller'swatermarkin theimageis intendedto serve
as evidencethat the publishedimage is property of
seller.
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5.3 Invisible Fragile Watermarks

Following are the applicationsof invisible fragile water-
marks.

� Invisible watermarkingfor a trustworthy camera. In
this scenario,imagesarecapturedwith a digital cam-
erafor later inclusionin news articles. Here,it is the
desireof a news agency to verify thatanimageis true
to the original captureandhasnot beeneditedto fal-
sify a scene. In this case,an invisible watermarkis
embeddedat capturetime; its presenceat the time of
publicationis intendedto indicatethat the imagehas
notbeenattendedsinceit wascaptured.

� Invisible watermarkingto detectalternationof images
storedin a digital library. In this case,images(e.g.
human�ngerprints) havebeenscannedandstoredin a
digital library; thecontentownerdesirestheability to
detectany alternationof the images,without theneed
to comparetheimagesto thescannedmaterials.

6 Attacks on Watermarks

A watermarked imageis likely to be subjectedto certain
manipulations,someintentionalsuchas compressionand
transmissionnoiseandsomeintentionalsuchascropping,
�ltering, etc.They aresummarizedin Fig.8.

� LossyCompression:Many compressionschemeslike
JPEGand MPEG can potentially degradethe data's
quality throughirretrievablelossof data.

� GeometricDistortions:Geometricdistortionsarespe-
ci�c to imagesvideosandincludesuchoperationsas
rotation,translation,scalingandcropping.

� CommonSignalProcessingOperations:They include
thefollowings.

– D/A conversion

– A/D conversion

– Resampling

– Requantization

– Ditheringdistortion

– Recompression

– Linear �ltering suchas high passand low pass
�ltering

– Non-linear�ltering suchasmedian�ltering

– Color reduction

I Watermarked Object

I' Corrupted Object

Transmission

Transmission

Typical Distortions and Intentional Tampering

Compression

JPEG
MPEG

Geometrical
Distortion

Rotation
Translation

Scaling
Cropping

Common
Signal Processing

Operations

Other
Intentional
Tamperings

Lossy

D/A  or A/D

Resampling
Requantization
Dithering
Recompression
Linear Filtering
Non-Linear

Filtering

Converssion

Color Reduction

Offset  Value
 Noise

Addition of

Addition of
Local Exchange 

of Pixels

Printing and
Rescanning

Rewatermarking

Forgery
IBM Attack
Unzign Attack

Stirmark Attack

Collusion

Figure8: Attacksonwatermarks

– Addition of a constantoffsetto thepixel values

– Addition of GaussianandNonGaussiannoise

– Localexchangeof pixels

� Otherintentionalattacks:

– PrintingandRescanning

– Watermarkingof watermarked image (rewater-
marking)

– Collusion: A numberof authorizedrecipientsof
the imageshouldnot be able to cometogether
(collude) and like the differently watermarked
copiesto generatean un-watermarked copy of
theimage(by averagingall thewatermarkedim-
ages).

– Forgery: A numberof authorizedrecipientsof
the imageshouldnot be ableto colludeto form
a copy of watermarkedimagewith thevalid em-
beddedwatermarkof a personnot in the group
with anintentionof framinga 3rdparty.

– IBM attack[155, 157] : It shouldnotbepossible
to producea fake original that alsoperformsas
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well astheoriginalandalsoresultsin theextrac-
tion of thewatermarkasclaimedby theholderof
thefakeoriginal.

– TheUnzignandStirmarkhaveshownremarkable
successin removing dataembeddedby commer-
cially availableprograms.

7 Desired Characteristics of Water-
marks

7.1 Desired Characteristics of Visible Water-
marks

� A visible watermarkshouldbe obvious in both color
andmonochromeimages.

� The watermarkshouldspreadin a large or important
areaof the imagein order to prevent its deletionby
clipping.

� Thewatermarkshouldbevisible yet mustnot signi�-
cantlyobscuretheimagedetailsbeneathit.

� The watermarkmust be dif�cult to remove. Rather,
removingawatermarkshouldbemorecostlyandlabor
intensive thanpurchasingtheimagefrom theowner.

� The watermarkshouldbe appliedautomaticallywith
little humaninterventionandlabor.

7.2 Desired Characteristics of Invisible Ro-
bust Watermarks

� The invisible watermarkshouldneitherbe noticeable
to theviewernorshoulddegradethequalityof thecon-
tent.

� An invisible robustwatermarkmustberobustto com-
monsignaldistortionsandmustberesistantto various
intentionaltamperingssolely intendedto remove the
watermark.

� Retrieval of watermarkshouldunambiguouslyidentify
theowner.

� It is desirableto designa watermarkwhosedecoderis
scalablewith eachgenerationof computer.

� While watermarkinghighqulaityimagesandartworks
theamountof pixel modi�cation shouldbeminimum.

� Insertionof watermarkshouldrequirelittle humanin-
terventionor labor.

7.3 DesiredCharacteristicsof Invisible Frag-
ilesWatermarks

� The invisible watermarkshouldneitherbe noticeable
to theviewernorshoulddegradethequalityof thecon-
tent.

� An invisible fragile watermarkshouldbereadilymod-
i�ed whentheimagepixel valueshavebeenaltered.

� The watermarkshouldbe secure. This meansthat it
is impossibleto recover thechanges,or regeneratethe
watermarkafterimagealternations,evenwhenthewa-
termarkingprocedure,and/or the watermarkitself is
known.

� For highquality images,theamountof individualpixel
modi�cation shouldbeassmallaspossible.

7.4 Desired Characteristics of Video Water-
marks

� Thepresenceof watermarkshouldnot causeany visi-
ble or audibleeffectson theplaybackof thevideo.

� Thewatermarkshouldnotafftectthecompressibiltyof
thedigital content.

� Thewatermarkshouldbedetectedwith highdegreeof
reliability. Theprobablityof falsedetectionshouldbe
extremelysmall.

� Thewatermarkshouldberobustto variousintentional
andunintenionalattacks.

� Thedetectionalgorithmshouldbeimplementedin cir-
cuitry with smallextracost.

8 ImageWatermarking

Thereare plenty of imagewatermarkingtechniquesalgo-
rithmsavailablein currentliterature.In this sectionwe will
discussa few of them. We focuseon one visible water-
marking scheme,few invisible watermarkingschemeand
thedualwatermarkingschemein [78].

M.Kankanhalli,et al. [77] have developeda visible wa-
termarkingtechnique.They divide thehostimageinto dif-
ferentblocks,�nd theDCT of eachblock. Thenthey clas-
sify the blocks into six different classesin the increasing
orderof noisesensitivity, suchasedgeblock,uniform with
moderateintensity, uniformwith highor low intensity, mod-
eratebusy, busyandverybusy. Eachblock is thenassigned
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Figure9: Schematicrepresentaionof visiblewatermarkingalgorithmof [77]

different L and M values. The host imageblocksarethen
modi�ded asfollow:

�

N:OQP

�(L

NKOQPIR

MTS

OQP

(4)

where
�

N
OUP

is the V�
AW DCT co-ef�cient of the watermarked
image,

N:OQP

is the correspondingDCT co-ef�cient of the
original imageand S

OQP

is the DCT co-ef�cient of the wa-
termarkimage.Fig. 9 givestheschematicrepresentationof
thetechniqueandFig. 10show variousresults.

I.J.Coxetal. [84, 85, 98] proposeaninvisiblerobustwa-
termarkingtechnique.They insert the watermarkinto the
spectralcomponentsof the imageusing techniqueanalo-
gousto spreadspectrumcommunication.The argumentis
thatthewatermarkmustbeinsertedin theperceptuallysig-
ni�cant componentsof a signalif it osto berobustto com-
monsignaldistortionsandmaliciousattacks.However, the
modi�cation of thesecomponentsmay lead to perceptual
degradationof thesignal.Thewatermarkinsertionconsists
of following steps:

� DCT of theentireoriginal imageis computedassum-
ing asonblock.

� The perceptuallysigni�cant regionsof the imageare
foundout. Theauthorshave used1000largestcoef�-
cients.

� Thewatermark
N

��3X��
&3Y�Z
���������
&3Y[ is computedwhere
each3

O

is chosenaccordingto \1�

2




-

� , where\1�

2




-

�

denotesanormaldistributionwith mean0 andvariance
1.

� The watermarkis insertedin the DCT domainof the
imageby settingthe frequency components]

O

in the
original imageto ]G!

O

usingthefollowing eqn.

]

!

O

��]

O

�

-

R

L^3

O

� (5)

where L is a scalarfactor.

The authorhaschosenL_�

2

�

-

. A Gaussiantype of wat-
eramarkis usedbecauseit is morerobustto tamperingthan
uniform type. Extractionof watermarkconsistsof follow-
ing steps:

� DCT of theentirewatermarkedimageis computedas-
sumingasoneblock.
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(a) Original image (b) Watermarkimages

(c) Biggerwatermark (d) Smallerwatermark

Figure10: Visible watermarked”Lena” [77]
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� DCT of theentireoriginal imageis computedassum-
ing asoneblock.

� Thedifferenceof thetwo is thewatermark
Na`

.

Theextractedwatermark
N

`

is comparedwith theoriginal
watermarkX usingsimilarity functiongivenin eqn.6.

	�Vcbd�

N




N

`

���

�

NeNf`

�

	�gih�jX�

NDN

`

�

(6)

The watermarkis robust to commonsignalandgeometric
distortion such as A/D and D/A conversion, resampling,
quantization,compression,rotation, translation,cropping
andscaling. The watermarkis universalin the sensethat
it canbeappliedto all threemedia.Retrieval of thewater-
markunambigouslyidenti�es theownerandthewatermark
canbe constructedto make counterfeitingalmostimpossi-
ble. Thewatermarkingtechniquehasthedisadvantagethat
it needstheoriginal imagefor its exatraction.It is alsonot
clearwhetherthewatermarkis robustto photocopying. Fig.
11(a)andFig. 11(b)givetheschematicrepresenationof the
insertionandextractionprocess,respectively. Theoriginal
imageandthewatermarkedimagesaregivenin Fig. 12.

R.B.WolfgangandE.J.Delp[101, 102] have developed
oneinvisiblewatermarkingtechniquethatworksin thespa-

tial domain. Fig.13 shows imagewatermarked using this
algorithm. The watermarkinsertionproceshasfollowing
steps:

� The watermarkis createdby arranginga longer m-
sequencerow by row into two dimenionalblocks.

� Thewatermarkis thenaddedto theimage.Thesizeof
thewatermarkshouldbesameasthesizeof theimage.

� The authersde�ne the spatialcross-correlationfunc-
tion of theimages

N

and k as:

lnm�o

�9Lp
qM^�7�_r

O

r

P

N

��V�
AW'�'ks�tV^ufLp
AWvufM^� (7)

Let
N

be the original imageblock, S be the water-
markblock, k bethewatermarkedimageblockand w

be the watermarked imagethat might be forged. The
teststatisticsfor ablock is de�ned as:

0x�

l
ozy

�

2




2

�Tu

ln{
y

�

2




2

� (8)

Themean0 for all blocksis foundasfollows:

��|B} 0=~%} •€�

-

\

r

O�•

�=‚

0�~ (9)
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(a)Original (b) Watermarked

Figure12: Originalandwatermarked”shuttle” [84, 85, 98]

(a)Original (b) Watermarked

Figure13: Original andwatermarked”bird” [101, 102]
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where 0 ~ is thevalueof 0 for the ƒG„9… block and \ is
thenumberof †K‡ˆ† blocksin theimage.

� A testingparadigmis found out with differentranges
of ��|�} 0 ~ } • . Theimageis declaredto befully authentic,
authenticbut forged,possibleauthenticandcompletely
inauthenticusingthis testingparadigm.

W.Zhu, et al. [118, 119] proposean invisible water-
amrking techniquewhich is very much similar to that of
[84, 85, 98], but the watermarkis insertedto wavelet co-
ef�cients. The diffrencebetweenthis algorithm and that
of [84, 85, 98] is that in later casethe watermark(gussian
randomnumber)hasbeenaddedto the small numberof
percetuallysigni�cant co-ef�cients whereasin formercase
the watermarkis addedto the every high-passwavelet co-
ef�cients.

I.Pitas,et al. [42, 103, 104, 105] usean approachthat
allows slightly more information to be embedded.A bi-
nary signaturethat consistsof equalnumberof zerosand
onesis embeddedin an imageby assigningpixels into one
of the two sets.The intensitylevelsof pixels in oneof the
setsarealtered.The intensitylevelsarenot changedin the
otherset. Signaturedetectionis doneby comparingmean
intensityvalueof themarkedpixelsagainastthatof thenot
markedpixels.Statisticalhypothesistestingis usedfor this
purpose.Thesignaturecanbedesignedin suchawaythatit
is resistantto JPEGcompressionandlow pass�ltering. Ac-
cordingto theauthers,thedegreeof certiantycanbeaslow
as84% andashigh as92%, which would likely not stand
up asevidencein a court of law for copyright protection.
But, thealgorithmhastheadvantagethatit doesn't needthe
original imagefor wateramarkdetection.

S.P.Mohanty, et al. [78] proposea new watermarking
techniquecalleddual watermarking. Thedualwatermark-
ing is combinationof a visible watermarkandan invisible
watermark. The invisible watermarkis usedasprotection
or backup for thevisible watermark.The dualwatermark
insertionprocesshasthefollowing steps:

i. Both hostimage(oneto bewatermarked) � andthewa-
termark(image) S are divided into blocks of equal
sizes(thetwo imagesmaybeof unequalsize).

ii. Let V‰[ denotethe ŠX„9… block of theoriginal image� and
‹

[ denotethe ŠŒ„9… blockof thewatermarkS . For each
block ( V‰[ ), the local statistics;mean •^[ andvariance

Ž

[ are computed. The imagemeangray value • is
alsofoundout.

iii. Thewatermarkedimageblock is obtainedby modify-
ing V

[ asfollows.

V

!

[

�sL
[

V
[

R

M
[

‹

[
ŠD�

-


�•G����� (10)
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Figure14: Schematicrepresentationof visible watermark
insertionprocess[78]

where LT[ and MY[ are scalingandembeddingfactors
respectivley, dependingon ••[ and Ž

[ of eachblock.
The LT[ and M‘[ areobtainedasfollows:

� The L
[ and M

[ for edgeblocksare taken to be
LT’<“

m

and M‘’

O

[ respectively.
� The L^[ and M‘[ arefoundoutusingthefollowing

eqns.

L^[ �

-

�

Ž

[�”

3�•—–qu˜�

�

•Œ[vu

�

••�

�i™ (11)

MY[ �

�

Ž

[:–

-

u

”

3�•—–$u˜�

�

•Œ[šu

�

••�

�i™=™ (12)

where
�

•
[ ,

�

• arenormalisedvaluesof •
[ and • ,

and
�

Ž

[ arenormalisedlogarithmvaluesof Ž

[ .
� The L

[ and M
[ are scaled to the ranges

( L^’

O

[ , L^’+“

m

) and ( M‘’

O

[ , MY’+“

m

) respectively,
where LT’

O

[ and LT’+“

m

are minimum andmax-
imum values of scaling factor, and M€’

O

[ and
MŒbœ›@3 minimumandmaximumvaluesof embed-
ding factor. Thesearethe parametersdetermin-
ing theextentof watermarkinsertion.

The imagethusobatainedis visible watermarked im-
age�@! .

iv. Pseudo-randombinary-sequence• 0,1ž of periodN is
generatedusinglinear shift register[55, 56]. The pe-
riod \ is equalto thenumberof pixelsof theimage.

v. Thewatermarkis generatedby arrangingthebinaryse-
quenceinto blocksof size4 ‡ 4 or 8 ‡ 8. Thesizeof the
watermarkis sameasthesizeof theimage.
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vi. We startwith bit-plane ƒ:�

2

(MSB) of theimage�G! .

vii. Thewatermarkis EX-ORedwith the ƒ%„9… bit-planeof
theimage.Thisgivesthe ƒ

„9… bit-planefor watermarked
image.

viii. Theabovewatermarked ƒ
„9… bit-planeandtheremain-

ing bit-planesof the image �'! aremergedto �nd the
�nal watermarkedimage �'!

! .

ix. The SNR is found out. If SNR � theshold,thenwe
stop;otherwisewego to (vii) with ƒ incrementedby 1
(for next lower bit-plane). Thedualwatermarked im-
age�ZŸ is �nally obtained.

Theshematicrepresenatationof thewatermarkinginsertion
stepsare given in Fig.14 and Fig.15. Fig.16 shows dual
watermarked”Lena” and”bird”. For watermarkdetectiona
testingparadigmsimilar to [101, 102] is used.

9 VideoWatermarking

In thissectionwewill discusssomeof thevideowatermark-
ing techniquesavailablein currentlitearture. I.J.Coxet al.
[84, 85, 98] algorithmalsoworksfor videoif watermarking
is doneframewise.

F.HartungandB.Girod[136, 137, 138, 139, 140] present
a schemefor robustwatermarkingof MPEG-2video. The
watermarkis eitherembeddedinto theencodedvideoor into
theMPEG-2bit streamsandcanberetreivedfrom thecodec
video. Thebasicideaof watermarkingfor raw videois ad-
dition of pseudo-randomsignal to the video that is below
thethresholdof perceptionthatcan't beidenti�ed andthus
removedwithoutknowledgeof theparametersof thewater-
markingalgorithm.Theapproachto accomplishthis is adi-
rect extensionfrom direct-sequencespreadspectrumcom-
munications.Themarkingof raw videodata ]

O

to produce
a modi�ed signal ]'!

O

is describedby eqn.13.

]

!

O

� ]

O
R

L¢¡

O

•

O

(13)

where•

O

is thepseudo-noisesequence,¡

O

is theembedded
bit and L is amplitude-scalingfactor. The informationbit
recoveredby amatched�lter . Givenseveralsequenceswith
differnentwatermarks,it is easierto �gure out the water-
marked pixel valuesif the watermarkconsistsonly of the
-1's and1's. In thebit streamdomainit is moredif�cult to
embedawatermarkinto video,especiallywhentherequire-
mentis imposedthat thebit reatmaynot be incersed.For
eachsignalblock, the watermarkingprocedureconsistsof
thefolloing steps:

i. TheDCT of thewatermarkdata(of thespreadinforma-
tion bits modulatedby the pseudo-noisesequence)is
calculatedfor †£‡˜† block. A zigzagscanis doneto get
a

-

‡

-=¤

vectroof rescannedDCT co-ef�cients. The
DCT co-ef�cients aredenotedby Sf[ with Se¥ being
DC co-ef�cient and S§¦6¨ being the AC co-ef�cients.
TheDCT co-ef�cients of theunwatermarkedsignalare
denotedby ©

[ andthat of the watermarkedsignalby
©v!

[ .

ii. For DC co-ef�cients, themeanvalueof thewatermark
block is addedto the meanvalueof the signalblock,
i.e.

©

!

[C�s©�¥

R

SD¥ (14)

iii. For the AC co-ef�cients, the bit streamof the coded
signalis searchedfor thenext VLC codeward,the(run-
level) pair �9h

’

6ª

’
� belongsto that codeword is iden-

ti�ed and thus the position andamplitudeof the AC
DCT co-ef�cients represnetedby theVLC codeword.
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(a) Lena (b) Bird

Figure16: Dual watermarked”Lena” and”bird” [78]

iv. ©˜!
’

�.©
’

R

S
’ is the candidateDCT co-ef�cient

for thewatermarkedsignal.However, ©«!�’ shouldnot
increasethebit-rate.

v. Let
l

be the numberof bits usedfor transmittingthe
codeword for �9h

’

&ª

’
� (i.e. for ©

’ ) and
l

! be the
numberof bits usedfor transmittingthecodeword for

�9h
’


&ª

!
’

� (i.e. ©

!
’ . If

l­¬®l

! the codeword for
�9h=’š
&ª�!¯’x� elsethecodeword for �9h�’š
&ªJ’°� transmitted.

vi. Steps(iii)-(v) are repeateduntil endof block (EOB)
codeword is encountered.

Due to bit rate constraint, usually only few DCT co-
ef�cients of the watermarkcan be incorpratedper †§‡4†

block. As aresult,the watermarking shemein bit stream
domain is lessrobust than its counterpart in the pixel
domain. But the schemeworking on encodedvideo is of
mushlower complexity thana completedecodingprocess
followedby watermarkinginn thepixel andrecording.Al-
thoughan existing MPEG-2bitstreamis partly alteredthe
schemeavoidsdrift problems.Theauthorshave suggested
schemesfor drift compensationin [139]. The embedded
watermarkcan be retreived from the watermarked video
without knowledgeof the original video. The watermark
is robust agianstthe linear and non-linearoperationslike
furthertransformcoding,�ltering, quantization,modestro-
tationetc.

M.D.Swanson,et al. [141] proposeanobjectbasedwa-
termarkingtechniquefor video, Individual watermarksare
createdfor objectswithin thevideo.Eachwatermarkis cre-
atedby shapingan authorand video dependentpseeudo-
randomsequenceaccordingto theperceptualmaskingchar-
acteristicsof thevideo.Theinsertionprocedurehasfollow-
ing steps:

� Thespatial ����� andfrequency ��±#� maskingvaluesfor
thecurrentframesarecomputed.Thefrequency mask-
ing valuesareobtainedfrom DCT co-ef�ceints of †7‡n†

blocksin theframe.

� The frame segmentedto block ��²«� to ensurethat
maskingestimatesarelocalized.

� Eachblockof frequency maskingvaluesis thenmulti-
lpiedby partof pseudo-randomauthorrepresentation.

� TheinverseDCT of theproduct �9³˜� is computed.

� The resultis multiplied by thespatialmaskingvalues
for theframe,creatingtheperceptuallyshapedpseudo-
noise �AS#� .

� The pseudo-noiseis addedto the blocksof the frame
to getwatermarkedblock ²š! .

� The watermarkfor a macroblockin thecurrentframe
is replacedfor thewatermarkfor themacroblockfrom
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theprevious frameif thedistortion �e��©v� is lessthan
threshold́ .

Detectionof watermarkis accomplishedvia generalized
likelihoodration test. The watermarkis statisticallyunde-
tectable. The watermarkalsoresolvesmultiple ownership
claims. The watermarkalgorithmmay be easily incorpo-
ratedinto theMPEG-4objectbasedcodingframework. The
watermarkingprocedureis robustto videodegradationsthat
result from noise,MPEG compression,cropping,printing
andscanning.

C.T.HsuandJ.L.Wu [144] presenta DCT basedwater-
markingtechniquefor videosequences.The stepsfor wa-
termarkinginsertionaregivenbelow.

� Theoriginal imageis dividedinto †°‡K† blocksandthe
2-D DCT is appliedindependentlyto eachblock.

� The middle frequency rangeco-ef�cients are picked
up.

� A 2-D sub-block is used in order to compute the
residualpatternfrom thechosenmiddlefrequency co-
ef�ceints.

� Thewatermarkis a binary image.A fast2-D pseudo-
randomnumbertraversingmethodis usedto permute
thewatermarksoasto disperseits spatialrelationship.

� Bith variancesof imageblock andwatermarkblocks
aresortedandmappedaccordinglysothattheinisiblity
of thewatermarkedimagewill improve.

� After binary residualpatternsof the transoformin-
traframeareobtained,for eachmarkedpixelof theper-
mutedwatermark,theDCT co-ef�ceints aremodi�ed
accordingto the residualmaskso that corresponding
polarityof theresidualvalueis reversed.

� InverseDCT valueof theassociatedresultis calculated
to obtianthewatermarkedimage.For P-frame,modi-
fying thetemporalrelationshipbetweenthecurrentP-
frameandits referenceframeembedsthewatermark.

� For B-frame, the residualmask is designedbetween
the currentB-frameand its pastand future reference
frame. The polarity of the residual frame is also
reveersedto embedthewatermark.

Theextractionprocedureis simply thereverseoperationof
insertionprocesure.This requiresthe original frame,then
watermarkedframeandalsothedigital watermark,whichis
a disadvantageof this watermarkingscheme.The scheme
is robustto croppingoperationandMPEGcompression.

10 Audio Watermarking

The authordidn't work in this area,but will addressthe
schemeswhenever timepermits.

11 Text/DocumentWatermarking

The authordidn't work in this area,but will addressthe
schemeswhenever timepermits.

12 VLSI Implmentation of Water-
marking Schemes

Hopefully somework will appearin future.

13 Limitation of Watermarks

Thereareplentyof worksavailablein thereference.

14 Conclusions

Thewatermarkingresearchis progressingvery fastandnu-
merousresearcherfrom various�elds arefocussingto de-
velop someworkable scheme. Different companiesalso
working to get commercialproducts.We hopesomecom-
mercialandeffectiveschemeswill beavailablein future.
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